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Challenge  
Today’s email threat landscape is dominated by converged email and 
Web attacks with over 89 percent of unwanted email now containing 
an embedded URL. Organizations are also facing increasing risks 
associated with loss of data and violations of acceptable email use. And 
while email threats are becoming increasingly complex, managing email 
security doesn’t have to be.

 
Solution  
Traditional security products don’t have what it takes to protect today’s 
dynamic email. That’s exactly why Websense completely reinvented 
email security with Websense Email Security Gateway Anywhere. No 
other email security product offers:

•	 Enterprise-class DLP to accurately detect confidential data loss

•	 Superior Malware Protection that protects against blended threats 

•	 Maximum performance and resiliency by leveraging the power of 
the cloud with the control of an appliance

•	 Unified management of email, Web, and data security across on-
premise and SaaS platforms 

Unique Features

Websense TruEmail DLP™ 
Capability	
Embeds thousands of pre-
defined data classifiers, 
global compliance 
policy templates, natural 
language processing, data 
fingerprinting and other 
market-leading, enterprise-
class DLP capabilities

Websense Advanced 
Classification Engine (ACE)	
Combines traditional 
security technologies, 
including antispam, antivirus, 
reputation analysis, URL 
filtering with advanced 
technology like real-time 
code scanning, real-time 
content classification, and 
data fingerprinting in a 
unified security engine

Websense TruHybrid™ 
Deployment 	
Leverages SaaS efficiencies 
for more intensive 
inbound email filtering, 
while preserving on-
premise controls for policy 
management, reporting, and 
enforcement of outbound 
DLP  

Websense TRITON™ Console	
Enables management of 
all policies, workflows, and 
reporting of email, Web, and 
data security from a single 
location

Figure A. Websense TruHybrid™ integrates on-premise and in-the-cloud deployment into one 
powerful solution that safeguards incoming and outgoing email 

Inbound Threats
•	 Spam

•	 Viruses
•	 Mailicious URLs

Outbound
•	 Data leaks

•	 Acceptable use
•	 Compliance

Websense 
SaaS

Websense V- 
Series Appliance



Websense, Inc. 
San Diego, CA USA 
tel 800 723 1166 
fax 858 458 2950 
websense.com

Websense UK Ltd. 
Reading, Berkshire UK 
tel 0118 938 8600 
fax 0118 938 8698 
websense.co.uk

Australia websense.com.au

Brazil websense.com/brasil

Colombia websense.com/latam

France websense.fr

Germany websense.de

Hong Kong websense.cn

India websense.com

Ireland websense.co.uk

Israel websense.com

Italy websense.it

Japan websense.jp

Malaysia websense.com

Mexico websense.com/latam

PRC prc.websense.com

Singapore websense.com

Spain websense.com.es

Taiwan websense.cn

UAE websense.com

For more information, visit www.websense.com/evaluations.

Feature Benefits

Websense Advanced Classification Engine 

Combines advanced security analytics 
to protect against converged email and 
Web threats, while detecting viruses, 
phishing, spyware, spam with very low 
false positives—all backed by a service level 
agreement.

Websense TruEmail DLP

Highly accurate, built-in enterprise-class 
DLP prevents outbound data loss and 
establishes required compliance controls. 
Lowers TCO by avoiding complex 3rd party 
product integrations. 

Websense TruHybrid
Combines the scalability of SaaS with the 
control of on-premise appliance.

Websense TRITON Console 
Reduces TCO and vendor management 
costs through unified management of Web, 
data and email security solutions.

Websense V-Series™ appliance

Consolidate Websense Email Security 
Gateway Anywhere, Websense Web 
Security Gateway, and enterprise DLP 
enforcement on a single appliance.

TLS Encryption

Server-to-server encryption using industry 
standard transport layer security (TLS) to 
protect sensitive and regulated data with 
secure email communications.

Websense Advanced Email Encryption* 

End-user to end-user encryption using 
Identity-Based Encryption (IBE) that offers 
policy-based encryption with seamless key 
management using the recipient’s email 
address as the public key.

Websense Image Analysis* 

Advanced algorithms analyze images 
embedded or attached in emails in real-
time for inappropriate content such as 
pornography.

Websense Email Archive Solutions*

Fully managed, web-based service to 
simplify mailbox and storage management 
and accelerate e-discovery by easily 
searching and retrieving messages.

Roles-based Administration

Separate access controls for quarantine 
management, viewing reports, and 
other key functions allow for delegated 
administration.

Quarantine Management
Powerful message search engine 
provides complete visibility and access to 
quarantined messages and logs.

Reporting

Multiple reports types with summary 
and detailed drill-down forensics provide 
360-degree visibility into threat types 
and volumes, messages processed, policy 
violations, and more.
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* Optional Add-On




