
WEBSENSE
REMOTE FILTERING

The secure internet access
provided by Websense 

Remote Filtering protects
remote office and mobile 

laptop users from the malicious
threats lurking in unfiltered,

publicly-accessible networks
and reduces the cost, 

downtime, and user frustration
associated with compromised

computers in the field.

Websense® Remote Filtering extends the industry-leading web filtering and premier web security
technology of Websense to include protection for remote office and mobile laptop users outside
as well as inside the organization’s network. Websense Remote Filtering allows organizations 
to apply internet use policies to remote office and mobile laptop users, protecting them from
external security threats and preventing them from accessing malicious and inappropriate
sites. A critical component of any organization’s endpoint protection strategy, Websense
Remote Filtering ensures secure internet use anytime and anywhere.

Prevent Exposure

Websense Remote Filtering protects remote and mobile users from visiting websites infected with 
spyware, drive-by spyware, bots, and keyloggers; phishing and pharming sites; and sites containing 
inappropriate content.

•• Helps protect computers from the web-based security threats that exist in unsecured, public networks.

•• Eliminates the potential introduction of malicious software into an organization from infected desktops
and laptops upon network reentry.

•• Mitigates the legal liability and compliance risks caused by inappropriate internet use.

Minimize Downtime

Websense Remote Filtering minimizes remote and mobile user downtime and frustration.

•• Reduces the time spent by IT to troubleshoot and repair damage inflicted by malicious attacks on these
desktops and laptops.

•• Lessens the time required to resolve software conflicts due to unauthorized application downloads.  

Save Money

Websense Remote Filtering cuts overhead and capital equipment expenses with its web filtering and web
security solution for remote and mobile users.

•• Reduces the labor costs associated with remediating security-related attacks.

•• Helps cut overhead by reducing lengthy and multiple problem resolution calls between remote users
and IT.  

•• Lowers administrative costs related to the transportation of computers and IT personnel to and
from headquarters.

•• Decreases the capital equipment costs required to maintain an adequate “loaner machine” inventory.
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How Websense Remote Filtering Works

Websense Remote Filtering redirects the user’s
HTTP request for a website to the central corpo-
rate Websense Policy Server via the publicly-
accessible Websense Remote Filtering Server. The
Policy Server finds the user’s internet use policy
and allows or blocks access to the requested site
accordingly. A VPN connection is not necessary.

Secure Policy Management for Remote 
and Mobile Users

Included with Websense Client Policy Manager™

and an add-on module for Websense Enterprise®

or Websense Web Security Suite™, Websense
Remote Filtering extends organizations' web 
filtering and web security policies to remote and
mobile users regardless of their location or type 
of network connection. This efficient one-policy
paradigm allows remote and mobile users to
have the same policies and level of protection 
outside the corporate network as they would
have inside the network.

Powerful Reporting on Remote and 
Mobile Web Usage

Websense Remote Filtering also extends the free,
powerful monitoring and reporting tools available
with Websense software to include remote and
mobile user activities. Organizations can identify
potential problem areas proactively through 
more complete real-time and historical views of 
all users’ activities. With this information, IT
administrators can refine internet access policies,
further reducing the security, productivity, band-
width, and legal risks associated with internet use
in the organization.

The Websense Remote Filtering Agent communicates through the Websense Remote Filtering Server to the Websense Policy Server.

Summary
IItt hhaass bbeeccoommee ccrriittiiccaall ffoorr oorrggaanniizzaattiioonnss 
ttoo eennaabbllee tthheeiirr ppeeooppllee ttoo wwoorrkk rreemmootteellyy,, 
aanndd aass iinntteerrnneett aacccceessss bbeeccoommeess mmoorree 
ppeerrvvaassiivvee iinn nnoonn--ttrraaddiittiioonnaall sseettttiinnggss,, tthhee
nneeeedd iinntteennssiiffiieess ffoorr aa ssoolluuttiioonn tthhaatt pprrootteeccttss
rreemmoottee aanndd mmoobbiillee uusseerrss ffrroomm tthhee mmaalliicciioouuss
tthhrreeaattss lluurrkkiinngg iinn ppuubblliiccllyy--aacccceessssiibbllee aanndd
uunnkknnoowwnn nneettwwoorrkkss.. TThhee sseeccuurree iinntteerrnneett
aacccceessss pprroovviiddeedd bbyy WWeebbsseennssee RReemmoottee
FFiilltteerriinngg nnoott oonnllyy pprroovviiddeess pprrootteeccttiioonn ffrroomm
tthheessee tthhrreeaattss,, bbuutt aallssoo rreedduucceess tthhee ccoosstt,,
ddoowwnnttiimmee,, aanndd ffrruussttrraattiioonn aassssoocciiaatteedd wwiitthh
ccoommpprroommiisseedd ccoommppuutteerrss iinn tthhee ffiieelldd..
PPrrootteeccttiinngg rreemmoottee aanndd mmoobbiillee uusseerrss
wwhhiillee tthheeyy aarree oouuttssiiddee tthhee nneettwwoorrkk aallssoo
mmiinniimmiizzeess tthhee rriisskk tthhaatt tthheeyy wwiillll iinnttrroodduuccee
sseeccuurriittyy iissssuueess iinnttoo tthhee nneettwwoorrkk wwhheenn tthheeyy
rreeccoonnnneecctt.. IInn aaddddiittiioonn,, oorrggaanniizzaattiioonnss hhaavvee
tthhee fflleexxiibbiilliittyy ttoo oobbsseerrvvee rreemmoottee uussaaggee ppaatt--
tteerrnnss aanndd ffiinnee--ttuunnee rreemmoottee uusseerr ppoolliicciieess
ffoorr mmaaxxiimmuumm eeffffiicciieennccyy aanndd eeffffeeccttiivveenneessss..

System Requirements
RReemmoottee FFiilltteerriinngg CClliieennttss
• Microsoft® Windows® XP Professional

with SP1 or SP2
• Microsoft Windows Server® 2003

Standard Edition or Enterprise Edition
with SP1

• Microsoft Windows 2000 Professional,
Server, or Advanced Server with SP3
or SP4

RReemmoottee FFiilltteerriinngg SSeerrvveerr
• Microsoft Windows Server 2003

Standard Edition or Enterprise Edition, 
or the same with SP1

• Microsoft Windows 2000 Server with
SP3 or higher

• Red Hat® Enterprise Linux® 3 or 4: 
AS, ES, or WS, or Red Hat Linux 9

• Sun® Solaris™ 9 or 10
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